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Abstract

Traditional keypads and text-based passwords are vulnerable to scams and
hacks, leading to enormous levels of embezzlement and frauds apart from var-
ious other threats to data security. Al based voice authentication holds unpa-
ralleled value for data protection, security, and privacy, by providing an effec-
tive alternative to traditional password-based protection. This paper reports
the findings of a limited literature review that forms the basis for further re-
search towards enhancing the reliability and security of Al voice authentica-
tion. Based on the findings of the review of existing literature, this paper pro-
poses that integration of the blockchain technology with the Al voice authen-
tication can significantly enhance the data security, starting from mobile de-
vices to the security of big agencies and banks. The key processes in imple-
menting an Al voice authentication system are proposed as a conceptual mod-
el, to facilitate further research for implementation.
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1. Introduction

Amidst ongoing cyber-attacks, privacy issues, data breaches, and security issues,
AT (artificial intelligence) is gaining unprecedented value. AI’s contribution to
facial recognition, content creation, and voice recognition alone has changed the
dynamics of the whole web. We are observing a massive adaptation of technolo-
gies like Alexa, Siri, Amazon Echo, and Google Home. These technologies are

changing the dynamics of web search, and the shift is from typing text to voice
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recognition. In 1964-1965 Woody Bledsoe, Helen Chan Wolf, and Charles Bis-
son were the first group of people who took the initiative in automated facial
recognition technology. Nowadays, all fields, including data security, surveil-
lance systems, mobile and app development, e-commerce, and trading, are shift-
ing toward facial recognition technology because of automation and better secu-
rity [1].

According to the annual report of Internet Crime Complaint Centre (IC3) of
FBI, crimes involving cyber-attacks and malicious cyber activities are steadily
increasing over the years. In 2021, IC3 received 847,376 complaints involving
cybercrimes, which was 7% increase from the year 2020. The potential losses from
these complaints were estimated to be over $6.9 billion [2]. Before the world got
its hands on using technology to get better financially, people on the other side
of the law were also using it for that purpose. That’s one of the main reasons we
must make sure our financial system remains secure.

In 2021, from January to September, almost 281 million people were affected
by ongoing data leaks and data breaches, according to the data provided by the
Identity Theft Resource Center (ITRC) [3]. In the first half of 2021 alone, scam-
mers and criminals could steal a total of £754 million, which was 30% more than
the amount scammed in the corresponding period in 2020. Most of these scams
were done by APP (Authorized Push Payments), but banks could save about
£760 million by advanced security systems [4]. A recent IBM study suggests that
almost 1/5th of data breaches occur due to compromised credentials. Their re-
port states that by 2021, nearly 25% of industries will have implemented AI-based
security systems, 40% will be implementing them, and 35% will suffer a data
breach. With Al voice authentication, $3.81 million was saved [5].

The use of Al-based neural networks in spam detection, zombie detection,
malware classification, denial-of-service (DoS) detection, computer worm detec-
tion, and forensic investigations is unparalleled. In the realm of AI, Artificial
Neural Networks (ANN) is a computational mechanism that simulates function-
al and structural features and was proven to be at least 20.5 times faster in de-
tecting DoS attacks. Another system called Intelligent Agent Applications works
with an automated computer-generated response system that communicates,
cooperates, and shares data in such a collaborative manner that it can detect all
types of responses. Almost all cybercrimes and fraud work on some similar pat-
terns, and with the identification of such patterns, we may be able to build an
unbreakable system soon, with blockchain, AI, and cybercrime pattern alert
mechanisms [6].

Integrating Al voice authentication with the blockchain technology can not
only ensures privacy but can also prevent data breaches. Passwords entered by
hand and knowledge base authentications are traceable and vulnerable to hack-
ing. Issues like forgetting passwords, the use of the same password, time con-
sumption, and locked accounts are all annoying problems people face in current
verification procedures [7]. However, the most pertinent question is: how can
blockchain technology be adopted at scale before it can be integrated with Al to
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create security systems? A large scale can be achieved with some adjustments.
Currently, the system is capable of retaining all financial transactions, but priva-
cy is very critical. Blockchain technology can achieve more than anyone ever
imagined, by establishing a security key and a way to manage it. It can be a step
toward creative destruction. For this to happen, all current users must agree on a
user agreement and rights guide under which they will be part of the blockchain
system. Creating rights is the only way to encourage people to create a supervi-
sory authority in the current blockchain system. This is because blockchain tech-
nology can permeate all industries. While it is not an easy process, it is critical to
deal with tax evasion, cyber fraud, and money laundering occurring on a block-
chain under the privacy umbrella. It simply means that security and supervisory
duties can only be coordinated, if everyone is in agreement. A working group
has already been formed by the Digital ID & Authentication Council of Canada
(8].

This paper is proposing a conceptual model for implementing an AI voice
authentication system integrated with the blockchain technology, based on a li-
mited and targeted narrative review of the existing literature on block chain and
Al voice authentication. This paper does not consist of a systematic review of the
literature [9] and is limited to exploring the current level of knowledge in the re-
levant fields, as it informs author in ongoing research towards creating a robust
system for implementation. Using the findings from this narrative approach to
the literature review [10], a conceptual model for implementing a blockchain

based Al voice authentication system is developed and presented.

2. Literature on Al Voice Authentication

Traditional authentication systems suffer from various drawbacks that include
having to remember many different login ids and passwords, inability to use
when the user’s hands are not free as in driving a vehicle, and the possibility of
duplication and fraudulent misuse [11]. These drawbacks can be overcome by
adopting human voice for user authentication. There are many algorithms gain-
ing maturity for human recognition and authentication based on the voice [11].
Besides, voice is the only biometric feature which is capable of being stored,
compared, and authenticated remotely-either through a phone or through the
internet [12].

Today, the use of Al voice authentication technology in security devices ex-
tends beyond just technological innovation. With blockchain integration and Al
voice verification, the user is only susceptible to APP (Authorized Push Pay-
ments). Al voice recognition systems like Siri and Google Home are going to
have more than 8 billion users by 2023. Artificial intelligence technology will re-
place traditional keypads and typing technology, and the parameters on which it
will be implemented are security, authentication, and privacy.

Al-based voice authentication is difficult to integrate with all security devices
and systems to ensure data privacy. A first step can be taken with those devices
where data compromise can be costly. Scams involving ATMs are common
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worldwide. Scammers employ various crimes, including the Lebanon loop, card
skimming, and cash trapping. In this case, ATM owners need to stop the unau-
thorized deployment of these types of malwares on their ATMs. This can be
solved by ensuring that only authorized users can run the code, see it, and use it
to withdraw cash. ATM PC core BIOS must be protected with a code that can’t
be hacked or manipulated by anyone [13].

Smart cities will utilize the growing Internet of Things (IoT) technology to
process and manage modern cities in the future. In future, applications and sys-
tems such as Google Business, cloud computing, geographic information sys-
tems, and big data will create the roots of modern urbanization. In simple terms,
computer applications and digital systems are set to integrate from the com-
merce sector into the health sector, including all fields. But this digital system is
not protected and is vulnerable to attacks by hackers and cybercriminals. For
such cities to become a part of the future, two things are required, the first being
active surveillance by AI integrated bots and human management teams to
detect frauds and anomalous activity, and the second being the incorporation of
a public blockchain, supervised by a regulatory authority on the rights and du-
ties agreements [14].

Glowacki and Piotrowski [15] suggested a new architecture for voice identity
distribution, to prevent any possible “unauthorized subscriber impersonation
and unauthorized voice message edition”. This architecture uses the data hiding
technique to provide voice authentication. Another study conducted on the us-
ers of Google’s wearable glasses found that it was possible to achieve user au-
thentication with near perfect accuracy (99% detection rate and 0.5% false alarm
rate after only an average of 3.5 user events) by combining a set of touch beha-
vioral features and voice features [16]. Panda [17] presented an algorithm that
allows voice authentication after analyzing the user voice from varied environ-
mental conditions. Such advancements in the technology are increasing the re-
liability of voice authentication [18].

In addition to ATMs, there have been breaches at vaults, security agencies,
and all types of businesses. A voice authentication system based on artificial in-
telligence will eliminate all these traditional hacks and scams. One can use voice
authentication to create a bank vault that opens only when the cash delivery van
arrives with a person whose voice acts as a password. There are a lot of possibili-
ties and prospects of this technology as far as innovation is concerned. The vul-
nerabilities associated with traditional keypads will be eliminated in all fields and
dimensions. Currently, it is not possible to increase the privacy of these security
devices. However, with the integration of AI base voice verification and block-
chain technology, a highly secure system can be created. Through blockchain, we
will be able to create a protected private system that cannot be compromised
without both end-user keys. It will be difficult for cyber scammers to compro-
mise the system through Al voice verification. It will replace the traditional key-
pads and improve the privacy and security of the system.

Blockchain technology can be used as a fraud prevention tool [19]. The Al can
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be used to create a system where no transaction can take place until the user’s
identity is verified. A blockchain cannot do everything, but it can be an asset
when it comes to ballot stuffing, Sybil, and continuous attacks. Use of block-
chain can become the differentiating factor for applications from various do-
mains, in terms of their security and privacy [20] [21]. By integrating AI with
public rights and policy, it may be updated to a point where it can detect fraud-
sters and detect the patterns of their tactics. It could create an alarm system to
remind the security system that something is amiss [22].

Most transactions, communications, and business are now conducted through
handheld devices. Almost 2 billion people use mobile apps to pay their bills. Mil-
lions of users are being added to these numbers daily [23]. However, the majori-
ty of these mobile verification systems rely on keypad passwords, pattern locks,
or even face recognition. The time has come for us to update our mobile security
to a level where it’s nearly impossible to crack. The current systems can be con-
solidated with a blockchain-based Al voice authentication security system. This
will eliminate the risk of password theft, scams, and other vulnerabilities. The
only way for someone to bypass a security system is when the user opens it with

a voice authentication.

3. A Conceptual Model for Integration of Blockchain with Al
Voice Authentication

As the review of existing literature showed, integrating with blockchain can sig-
nificantly enhance the effectiveness of the Al voice authentication in minimizing
threats to data security. Blockchain, however, is not accessible to all users unless
they are part of a single transaction. With a surveillance body, rights and obliga-
tions agreement, and privacy protection, we can take blockchain-based Al secu-
rity systems to a new level where they can be integrated with different systems
across cities and countries.

Creating an Al voice authentication system that integrates blockchain is com-
plex. The first step should be to develop a separate voice authentication system
based on AI and build a blockchain-based matching database. This paper pro-
poses a conceptual model on how to create and implement an artificial intelli-

gence system.

3.1. Highlighting Voice Enrolment

Each of us has a unique voice, to be extracted and recorded by an AI algorithm.

There are two major aspects of voice authentication.

3.1.1. Physiological Features
In this category, all physiological features like tone, pitch, and volume are ana-
lyzed and enrolled by AL

3.1.2. Behavioral Features
This includes features like accents, regional dialects, and idiosyncrasies [24].
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These voice features are detected by the sensor module of the AI voice au-
thentication system. This sensor module can be a microphone, headphone, or
device that can capture voice and break it into different features [25].

Al is now at a point where it can understand such diversified patterns, and the
connected blockchain can act as a locker. Medical researchers are currently us-
ing decentralized blockchain databases in which AI-based machine learning al-
gorithms can detect patterns and symptoms among patients through different
types of imaging. A system was created to give doctors information about what
is happening inside a patient based on images and collected medical data. The
system they created involved:

1) Developing an artificial intelligence algorithm based on secure medical data
obtained via smart contracts.

2) Using a distributed network of blockchains to train a global model using
localized deep learning of CT scans, ECGs, EEGs, and other medical tests [26].

A probable feature of this system could be using Al to detect human voices to
verify security using facial features and incorporating it with the blockchain
backend. The creation of an Al-protected blockchain system will not be imposs-
ible if a method for detecting diseases is developed with the help of a few medical
tests.

Al voice enrolment uses a recording of the voice. Afterward, the recording is
sent to a biometric engine, where multiple templates are combined to create a
voice print used for identification. Whenever the user speaks, a specific key is
generated based on the match of the voice. This key will open the other end of
the key, ensuring the security system is unlocked. Multifactor Al voice authenti-
cation will replace traditional keypads and password codes and vulnerabilities
[27].

In this system, there are five basic modules: sensor module, feature extraction
module, feature matching module, database module and decision-making mod-
ule (see Figure 1). As a result of combining these modules, a blockchain-based

voice authentication database can be created step-by-step [25].

3.2. Speech Biometrics/Voice Biometrics

Voice biometrics is the science of identifying a specific person based on his
voice. This identity verification system is not as easy as it sounds. More than 70

body parts are required to produce a unique voice; this Al voice authentication

@)
—_ .|||||||||‘|||||||||. —_ 9 B¢

o -0
Voice Biometric Creation of a Database storage
extraction with data collection by voice template of voice template later
help of sensor feature extraction by Al voice use by Al voice authentication
module module authentication system for verification

Figure 1. Creation of blockchain based voice template for authentication.
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system also involves pitch, volume, language, and style. When a person’s voice is
recorded, a specific biometric engine generates a voice template to merge mul-
tiple voice recordings. Al voice biometrics includes tone, volume, pitch, lan-
guage, and many other factors that combine to produce the most accurate tem-
plate for identification. The machine learning mechanism chooses the most
suitable recordings to create such a template that can cover all possible input
from the users. This feature extraction module is based on the extraction of
sound clips and creating the most relevant template for identification. Compared
to speech biometrics, in keypad biometrics there is no such multifactor associa-
tion that can provide multiple layers of security for the user. Due to the integra-
tion of the blockchain, it is difficult to breach, unless the user opens it with their

own voice [26].

3.3. Voice as Password and Automatic Speech Recognition

The voice template must be recorded and stored in a blockchain-enabled data-
base. Based on this template, users will verify their voice input’s accuracy. Putting
it simply, AI matches the input voice with a template in the blockchain database
based on the input information (Figure 1). After the two voices match, the secu-
rity system automatically unlocks. There are features in this template that Al
matches to ensure that the security system remains unbreakable. To verify the
authenticity of the system, artificial intelligence analyses the voice input on its
own based on the available template. Therefore, if the user is real, the system will
unlock. The AI verifies the voice authentication by matching the available tem-

plate in the database against the input voice to unlock the system.

3.4. Blockchain Integration

A blockchain-based security system means that the security system cannot be
unlocked until the one-side key is verified through voice authentication by Al
(Figure 2). Since blockchains are undatable, once a security system based on a
verification procedure is created, one cannot change it. An Al voice authentica-
tion system that integrates blockchain will ensure the security system won’t be

compromised until the key is released by voice verification. The important thing

If the voice
does not match the
blockchain security

oi10 / code will remain locked
100
— ||||||]||| |||||||||| —_— 010
y l||n|||. \

. . . If the Voice
Voice Voice Al voice matches the blockchain
extraction with template creation by verification with security code will be
help of sensor Al voice authentication database template unlocked
module system
Figure 2. Voice authentication against Blockchain based database template.
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is how it works. Using machine learning mechanisms, Al will verify the voice,
releasing the key and unlocking blockchain-based security systems [28]. Block-
chain needs a stable organization that can oversee it at the state level to trace
fraudulent activities back to their roots, which is only possible by integrating
rights and duties with the users.

Voice authentication will ensure that only the authorized user can unlock the
database, whether an ATM security code, a house security code, or an agency
security code. There is no way anyone can unlock it except for APP (Authorized
Push Payments). The old keypads will be eliminated here because of two major
factors. The Ist factor is the security assurance. Al voice authentication ensure
more security as compared to keypad codes because of no loopholes of breach-
ing. The 2nd factor is blockchain integration that makes sure that the other end
is safe and sealed until the voice is verified. We can merge blockchain with tradi-
tional keypads passwords, but it will not eliminate the scam and hacking threats.
It will not be beneficial to adopt a blockchain database security system in such a
case. However, by contrast, an Al voice authentication system with blockchain
end eliminates all such concerns, giving users more than one reason for adopting

this technological innovation.

4. Discussion

Blockchain voice authentication holds incredible potential. Nearly any field can
benefit from it. There are many ways to implement security systems, from the
security of an ATM to the security of a secret intelligence system. A high-security
prison requires that only the warden and officers pass through cells. Elite prisons
are occasionally subject to breakouts, but one can prevent these by using Al
voice authentication lock technology based on blockchain. Hackers’ risks and
the risk of clever criminals getting an edge over the system will be eliminated.

The security of government agencies, secret services, and government associa-
tions can all be strengthened with the help of an AI voice authentication system.
These days, it has become common that many orders require a code or approval
from a higher-up to begin the process. Voice authentication and verification can
make these orders more secure. Generally, security orders are transmitted using
Morse code to verify that they are from the authorized sources. It can, however,
be replaced with an Al-based voice verification system and can eliminate the
risks of security and privacy. Morse codes, keypad codes and typing messages
can all be eliminated with this new technology.

Data and document security are one of the major concerns nowadays. Docu-
ments shared between two parties should not be breached by a third party. In
today’s age of innovation, a country’s secret documents are nothing less than an
asset. Whether they are locked in a briefcase with a code or have digital locks,
these documents can easily be compromised. With the integration of a voice au-
thentication system based on artificial intelligence, sensitive documents can be

more secure.
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5. Conclusion

Looking at the state of developments in technology, the traditional keypad will
eventually be replaced by Al voice technology. Al voice technology is the next
technological step in privacy and security. The mass adoption of voice assistants
like Siri, Alexa, and Google Assistant is already happening, and the same will
happen with the security system soon. But as far as blockchain secrecy and de-
centralization are concerned, it will remain an open question. Without a model
of rights and duties, there is no way to utilize public information to trace perpe-
trators and criminals unless Al is integrated in a manner that allows it to do so
on its own. Further research will be required in developing robust systems for
integrating blockchain technology with Al voice authentication and for creating

protocols and controls acceptable to all the global stakeholders.
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